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WHOSE BUSINESS IS IT: IS PUBLIC
BUSINESS CONDUCTED ON OFFICIALS’
PERSONAL ELECTRONIC DEVICES
SUBJECT TO STATE OPEN RECORDS LAWS?

JOEY SENAT∗

State and local officials are increasingly using their own computers,
smart phones and personal email accounts to do their jobs. State pub-
lic records laws do not necessarily prohibit the practice, but a number
of these officials have contended that the emails, text messages and
other records conducting public business are not subject to state sun-
shine laws when communicated on these private accounts and devices.
They argue that ownership of the device or account determines if the
records are open. This article found that in states where authorities
have decided the issue, the majority has rejected the notion that own-
ership trumps content. The article examines the reasoning put forth
and determines which arguments have found the most support among
state courts and attorneys general asked to decide the issue. The article
also suggests solutions to separate those communications that should
be public from those that are properly considered private.

The Record of Bergen, New Jersey, filed an open-records request in
December 2013 for emails from New Jersey Governor Chris Christie’s
aides to the Port Authority of New York and New Jersey asking that
lanes on the George Washington Bridge be shut down.1 Governor
Christie had adamantly denied his administration’s involvement with
the lane closures that had created gridlock on the Fort Lee, New Jersey,

∗Associate Professor, School of Media and Strategic Communications, Oklahoma
State University.

1See Michael Linhorst, Christie Administration May Have Violated Public Records
Law, THE (Bergen, N.J.) RECORD, Jan. 8, 2014, available at http://www.northjersey.com/
news/Christie administration may have violated public records law.html.
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294 J. SENAT

side of the major commuter route for several days in September.2 How-
ever, allegations had persisted that his administration had engineered
the closures as political retribution against Fort Lee’s mayor for not
endorsing Christie in the gubernatorial campaign.3

In response to the newspaper’s request, the governor’s office said
it had “reviewed its records and has not identified any records that
are responsive to [the] request.”4 But a subpoena by state assembly
Democrats revealed in January 2014 that Governor Christie’s deputy
chief of staff in August had emailed the governor’s appointee on the Port
Authority with the message, “Time for some traffic problems in Fort
Lee.”5 The email had been sent on the senior staff member’s private
Yahoo! mail account.6

The revelation of that email and others sent through personal email
accounts raised concerns that administration and Port Authority of-
ficials were transacting public matters through private communica-
tions channels to skirt the state’s open records law and to avoid public
scrutiny. “That’s a very disturbing development because you see some
of these communications start with normal government email chan-
nels and then switch to private email channels,” said John Wisniewski,
chairman of the state assembly panel that released the subpoenaed doc-
uments. “A. .. story was originally put forward, this was simply a traffic
study, but you wouldn’t switch to your personal email account unless
you thought there was a reason to, and that is something we have to get
to the bottom of.”7

The newspaper’s general counsel said “an accurate response” to the
records request should have revealed the senior staff member’s involve-
ment. “This incident underscores the importance of the Open Public
Records Act and the loss to New Jerseyans when it is not faithfully
followed,” he said.8

2See Lisa Rose, Private Emails, Public Statements, and the Gulf Between the Two
in the Christie Bridge Scandal, THE (Newark, N.J.) STAR-LEDGER, Jan. 9, 2014, avail-
able at http://www.nj.com/politics/index.ssf/2014/01/private emails public statements
and the gulf between the two in gwb scandal.html.

3See Molly Redden & Andy Kroll, Chris Christie’s Bridge Scandal, Explained,
MOTHER JONES, Jan. 8, 2014, available at http://www.motherjones.com/politics/2014/
01/chris-christie-bridge-traffic-jam-emails.

4Lindhorst, supra note 1.
5Id.
6See Jack Gillium, The Associated Press, Christie Aide is Latest to Use Private Emails,

ABC NEWS, Jan. 11, 2014, available at http://abcnews.go.com/Technology/wireStory/
christie-aide-latest-private-emails-21498081.

7Bob Jordan, Use of Private Emails in “Bridgegate” Discussions “Disturbing,”
Assemblyman Says, ASBURY PARK PRESS, Jan. 13, 2014, available at http://www.app.
com/article/20140113/NJNEWS1002/301130089/Chris-Christie-emails.

8Lindhorst, supra note 1.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 295

Governor Christie’s staff members aren’t the only public officials to
have used private electronic communications for government business
in recent years. News in 2008 that then-Alaska Governor Sarah
Palin and some of her aides had routinely used their Yahoo! email
accounts to conduct state business9 raised similar concerns that private
communications channels were being used to sidestep that state’s open
records law.10 Other reported instances included White House aides in
the George W. Bush administration conducting government business
through email servers owned by the GOP.11 San Francisco’s mayor re-
fused to release text messages sent and received on his personal iPhone
regarding a fuel spill in the city’s bay.12 Venice, Florida, city council
members, mayor and other city officials routinely discussed public busi-
ness through their private email accounts.13 Oklahoma State University

9See Lisa Demer, Governor’s Two E-mail Accounts Questioned, ANCHORAGE
DAILY NEWS, Sept. 14, 2008, available at http://www.adn.com/2008/09/14/526281/
governors-two-e-mail-accounts.html (“Palin routinely uses a private Yahoo e-mail ac-
count to conduct state business. Others in the governor’s office sometimes use personal
e-mail accounts too.”).

10Id. (“Even before the McCain campaign plucked Palin from Alaska, a controversy
was brewing over e-mails in the governor’s office. Was the administration trying to get
around the public records law through broad exemptions or private e-mail accounts?
‘The governor’s Yahoo account is ‘the most nonsensical, inane thing I’ve ever heard
of,’ said Andree McLeod, who is appealing the administration’s decision to withhold
e-mails. ‘The governor sets the tone and the tone that has been set by this governor is
beyond the pale,’ McLeod said. ‘Common sense tells you to use an official state e-mail
account for official state business.”’). See also Karl Vick, Governor is Asked to Release
E-mails, WASHINGTON POST, Sept. 10, 2008, available at http://www.washingtonpost.
com/wp-dyn/content/article/2008/09/09/AR2008090903044 pf.html.

11See Ed Henry & Lisa Goddard, White House: Millions of E-mails May be Miss-
ing, CNN, Apr. 13, 2007, http://www.cnn.com/2007/POLITICS/04/13/white.house.email/
index.html(“Some of those accounts were used to discuss the December firings of eight
federal prosecutors, a shake-up that has triggered a spreading controversy on Capitol
Hill.”). See also Michael Abramowitz, Rove E-mail Sought by Congress May be Missing,
WASHINGTON POST, Apr. 13, 2008, available at http://www.washingtonpost.com/wp-dyn/
content/article/2007/04/12/AR2007041202408.html (“The disclosures helped fan the
controversy over what the White House has acknowledged to be the improper use of
political e-mail accounts to conduct official government business. Democrats are suspi-
cious that Rove and other senior officials were using the political accounts, set up by
the RNC, to avoid scrutiny from Congress. E-mails already in the public record suggest
that at least some White House officials were mindful of a need not to discuss certain
matters within the official White House e-mail system.”). See also Sheryl Gay Stolberg,
Missing E-mail May be Related to Prosecutors, N.Y. TIMES, Apr. 13, 2007, available at
http://www.nytimes.com/2007/04/13/washington/13emails.html.

12See David Smith, Mayor’s Messaging After Oil Spill “Private,” SAN FRANCISCO
EXAMINER, Mar. 12, 2008, available at http://www.examiner.com/a-1273472∼Mayor
s messaging after oil spill private .html (“But those communiqués between Newsom
and his staff are ‘private’ and will not made public because they occurred on his cell
phone, asserted the Mayor’s Office.”).

13See Kim Hackett, Venice Officials Move to Put E-mail Suit Behind Them, SARA-
SOTA HERALD-TRIBUNE, Mar. 11, 2009, at A1. See also Kim Hackett, Nation Watches
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296 J. SENAT

officials defended a policy of keeping secret all university business
transacted on the school president’s private Blackberry.14 North
Carolina Governor Mike Easley secretly used a private email account
to conduct state business.15 Colorado Governor Bill Ritter deactivated
his state-issued cellphone and conducted state business on a cellphone
for which he paid.16 Iowa Governor Chet Culver rarely used his state
email account in the two years after his election, relying instead on his
political campaign email to conduct public business.17 Champaign, Illi-
nois, city council members texted and emailed one another via privately
owned cellphones during council meetings and study sessions.18

Government officials and employees are increasingly using their pri-
vately owned “computers, laptops, cell phones, PDAs, smart phones, and
other personal electronic communication devices in conjunction with
their work,” Oklahoma’s attorney general noted in 2009.19 The Illinois
attorney general’s office in late 2011 defined “electronic device” under
these circumstances to include “cell phones, iphones, ipads, blackberries,
computers, or any other device used to send and receive communications
by means of email, voice and/or text messages.”20

State public records laws do not necessarily prohibit the practice. For
example, Alaska Superior Court judges ruled in 2009 and 2010 that

Open-Records Case, SARASOTA HERALD-TRIBUNE, June 14, 2008, available at www.
heraldtribune.com/article/20080614/NEWS/806140373/1661.

14See Jenny Redden, OSU Employee Phone Policy Violates Open Records Law, Experts
Say, THE DAILY O’COLLEGIAN, Apr. 17, 2008, at A1.

15See Benjamin Niolet & Michael Bieseker, Aide: Easley Wanted E-mail Messages
Deleted, NEWS & OBSERVER, Feb. 4, 2010, available at http://www.newsobserver.com/
2010/02/04/319410/aide-easley-said-kill-e-mail.html. E-mails to and from the account
had never been included in responses to scores of records requests by news organiza-
tions. Id.

16See Todd Shepherd, Governor Deactivates State-Issued Cell Phone, INDEPEN-
DENCE INSTITUTE, Apr. 21, 2010, available at http://investigates.i2i.org/2010/04/21/
governor-ritter-deactivates-state-issued-cell-phone/. See also Denver Post v. Ritter, 230
P.3d 1238, 1239 (Colo. Ct. App. 2009) (“Substantially all the cell phone calls in which
Ritter conducts state business are made or received on his personal phone. The majority
of calls made or received on Ritter’s personal phone during regular business hours are
calls in which he discusses official business in his capacity as governor.”); John Ingold,
Court Sides With Ritter, Ruling His Cellphone Bill Not Public Record, DENVER POST,
Dec. 25, 2009, available at http://www.denverpost.com/ci 14067986#ixzz1l1Ky6sQL.

17See Nigel Duara, Lawyer Agrees to Release Culver’s Private E-mails, ASSOCIATED
PRESS, May 7, 2009, available at http://www.timesrepublican.com/page/content.detail/
id/516502.html?nav=5002.

18Public Access Counselor Op. Att’y Gen. Ill. 2011-006 (Nov. 15, 2011).
192009 OK AG 12, ¶ 2.
20Public Access Counselor Op. Att’y Gen. Ill. 2011-006 (Nov. 15, 2011), at 4 n.10.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 297

the state’s Public Records Act does not forbid public officials from using
private email accounts to conduct state business.21

However, open government advocates are concerned that government
officials are using these privately owned devices to sidestep freedom of
information laws. “The big question at this stage is whether or not a
public official can avoid the requirements of the law by simply going
home at night and using a personal computer,” said Tom Newton, gen-
eral counsel for the California Newspaper Publishers Association.22

A North Carolina attorney representing news organizations seeking
access to Governor Easley’s emails was more blunt. “If you’re not at-
tempting to hide your communications from the public, then why use
private e-mail accounts to conduct public business? If I were going to
set up a system to try to circumvent the public records law, this is how
I would do it,” said Hugh Stevens.23

Regardless of actual motives, a number of government officials have
contended that their text messages, emails and other records conduct-
ing public business were not subject to state sunshine laws if communi-
cated on private email accounts, computers, Blackberries or other smart
phones. They largely argued that ownership of the device or account,
not the substance of the message, should be the deciding factor when
determining if records are open.24

21See Associated Press, Ruling Backs Palin’s Use of Private E-Mail for State Work,
N.Y. TIMES, Jan. 23, 2010, available at http://www.nytimes.com/2010/01/24/us/politics/
24palin.html (“The Legislature is free to take up the matter,” Judge [Patrick J.] McKay
wrote, “but as the statutes are currently written, private e-mail accounts may be used to
conduct state business, subject to the same laws and regulations related to preservation
as e-mails originating from state servers.”); Associated Press, Sarah Palin E-mail Ruling
Allows Use of Private Accounts to Conduct Alaska State Business, THE TIMES –PICAYUNE,
Aug. 13, 2009, available at http://www.nola.com/news/index.ssf/2009/08/sarah palin
email ruling allow.html.

22Associated Press, States Fight to Keep Officials’ E-mail From Public Inspec-
tion, FIRST AMENDMENT CENTER, Mar. 19, 2008, http://www.firstamendmentcenter.org/
states-fight-to-keep-officials-e-mail-from-public-inspection (“Now that e-mail has re-
placed faxes and standard mail as the preferred mode of communication, it is important
that these e-mails fall under open public records acts,” said Heather Taylor of Citizens’
Campaign, a New Jersey-based group fighting for open government.).

23Benjamin Niolet & Michael Bieseker, Aide: Easley Wanted E-mail Messages Deleted,
NEWS & OBSERVER, Feb. 4, 2010, available at http://www.newsobserver.com/2010/02/
04/319410/aide-easley-said-kill-e-mail.html.

24See, e.g., Jennifer LaFleur, Ruling: Dallas Officials’ E-mails Must be Turned
Over, DALLAS MORNING NEWS, Dec. 7, 2007, available at http://www.dallasnews.com/
sharedcontent/dws/news/localnews/stories/102907dnmetemails.317323a.html# (Dallas
officials refused to release messages sent via a former mayor’s BlackBerry and personal
email account because the BlackBerry was not owned by the city.); Smith, supra note
12 (San Francisco Mayor Gavin Newsome’s office refused to release text messages be-
tween him and his staff regarding a fuel spill because the exchanges occurred on his
private iPhone.); Redden, supra note 14 (Oklahoma State University administrators
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298 J. SENAT

FOI advocates have disagreed, contending that the content is key.
“Whether the message comes by text message to a personal iPhone
or by Pony Express is irrelevant. What matters is the content of the
message,” said Peter Scheer, the executive director of the California
First Amendment Coalition. “If it’s about public business, then it’s [a]
public record.”25

No previous refereed research has examined the reasoning put forth
by both sides and determined which arguments have found the most
support among state courts and attorneys general asked to decide the
issue.26 Such an analysis is needed when the public is confronted with
government officials denying access to the public’s business conducted
on private electronic devices and email accounts. This study explains
which elements and interpretations of a state’s open records law best
counter claims by those officials that such business should remain se-
cret. It also suggests several solutions to separate those communications
that should be public from those that are properly considered private.

With no universal open records statute, each state’s version – in-
cluding interpretations by courts and attorneys general – provides
comparatively more or less public access to certain documents or in
specific situations than those of other states. Until recently, the statutes
have remained silent regarding access to government-related informa-
tion created, received or maintained on officials’ privately owned elec-
tronic devices and personal accounts. But using commonly accepted
legal research methodologies,27 this study found that courts and at-
torneys general in eighteen states have addressed the issue in lieu of
legislative action. That number is likely to grow as journalists and the
general public become aware of and subsequently seek access to such
information.

conceded that OSU President Burns Hargis and several hundred other university em-
ployees conducted the public’s business on their smart phones or cellphones. However,
they claimed that the text messages, emails and numbers dialed were secret because
the private ownership of the cellular device, not the substance of its related records,
meant the related records were private.).

25Smith, supra note 12. See also LaFleur, supra note 24 (quoting Charles Davis, then-
executive director of the National Freedom of Information Coalition: “The delivery plat-
form doesn’t make any difference. It’s what the content of the message is. If the content
of the message is about governing, then it should be public.”).

26But see Joey Senat, Public’s Business is Public, QUILL, Dec. 2008, at 32.
27In an attempt to locate each instance in which these competing claims were weighed,

the states’ appellate decisions and open records statutes were searched via LexisNexis
Academic. All state attorney general opinions available online also were searched. U.S.
newspaper archives available on Newspaper Source Plus were searched to locate trial
court decisions that were not appealed. Other online sources included the Reporters
Committee for Freedom of the Press media law resources and Open Government Guide.
All judicial decisions and attorney general opinions that could be located were included
in the analysis.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 299

The decisions have overwhelmingly favored public access. Only
California28 and Colorado29 courts and the Kentucky Attorney General30

have sided with government officials seeking to block access. Authori-
ties in fifteen states – Alaska,31 Arkansas,32 California,33 Connecticut,34

Florida,35 Illinois,36 Maryland,37 New Jersey,38 North Dakota,39 Okla-
homa,40 Oregon,41 Pennsylvania,42 Texas,43 Virginia44 and Washington45

– have held that these records are open to public inspection.

28Tracy Press, Inc. v. City of Tracy, No. CV029588 (San Joaquin Co. Super. Ct. 2007),
aff’d sub nom. Tracy Press, Inc. v. Superior Court of San Joaquin County, 164 Cal. App.
4th 1290 (Cal. Ct. App. 2008).

29Denver Post Corp. v. Ritter, 230 P.3d 1238 (Colo. Ct. App. 2009), aff’d 255 P.3d 1083
(Colo. 2011).

30Op. Att’y Gen. Ky. 2003-ORD-019 (Feb. 5, 2003) (Open Records Decision).
312008 Op. Alaska Atty. Gen. (Aug. 21).
32Bradford v. Dir., Employment Sec. Dep’t., 128 S.W.3d 20 (Ark. Ct. App. 2003).
33Smith v. City of San Jose, No. 1-09-CV-150427 (Santa Clara Co. Super. Ct. 2013).
34Connecticut Freedom of Information Commission, Docket #FIC 2011–307, Susan

Chapman v. Monika Thiel, Selectman, Town of New Fairfield, Apr. 25, 2012, available at
http://www.ct.gov/foi/cwp/view.asp?a=4162&Q=504436l; Docket #FIC 2006–679, Gail
Anne Shea v. Planning and Zoning Commission, Town of Stonington, Oct. 24, 2007, avail-
able at http://www.state.ct.us/foi/2007FD/20071024/FIC2006-679.htm; Docket #FIC
2005–408, Richard Rowlenson and Gemini Networks Inc. v. Steve Fontana, Co-
Chairman, State of Connecticut, Connecticut General Assembly, Energy and Technology
Committee, June 14, 2006, available at http://www.state.ct.us/foi/2006FD/20060614/
FIC2005–408.htm.

35Lorenzo v. City of Venice, No. 2008 CA 8108 SC (Fla. 12th Cir. Ct. Oct. 7, 2009); Op.
Att’y Gen. Fla. 2008–07 (Feb. 26, 2008), available at http://www.myfloridalegal.com/ago.
nsf/Opinions/B4D1320C99E9E532852573FB00726034.

36Public Access Counselor Op. Att’y Gen. Ill. 2011-006 (Nov. 15, 2011), aff’d City of
Champaign v. Madigan, 992 N.E.2d 629 (Ill. App. Ct. 2013).

3781 Op. Att’y Gen. MD 140, 144–45 (May 22, 1996), available at http://www.oag.state.
md.us/Opinions/1996/81OAG140.pdf.

38Meyers v. Borough of Fair Lawn (GRC Case No. 2005–127).
39N.D.A.G. 08-O-15; N.D.A.G. 07-O-06; N.D.A.G. 98-O-05.
402009 OK AG 12.
41Nike Inc. v. City of Beaverton, No. C05 1992CV (Wash. Co. Cir. Ct. Aug. 30, 2005)

(declaring that relevant documents on private computers of mayor and city councilors
may be public records subject to disclosure under the Public Records law).

42In re Silberstein, 11 A.3d 629 (Pa. Commw. Ct. 2011).
43Op. Att’y Gen. Tex. 2005-06753 (July 27, 2005) (Open Records Letter), avail-

able at http://www.oag.state.tx.us/opinions/openrecords/50abbott/orl/2005/htm/or20
0506753.htm; Op. Att’y Gen. Tex. 2005-01126 (Feb. 8, 2005) (Open Records Letter),
available at http://www.oag.state.tx.us/opinions/openrecords/50abbott/orl/2005/htm/
or200501126.htm; Op. Att’y Gen. Tex. 2003-1890 (Mar. 19, 2003) available at http:
//www.oag.state.tx.us/opinions/openrecords/50abbott/orl/2003/htm/or200301890.htm;
Op. Att’y Gen. Tex. 2003-0951 (Feb. 12, 2003), available at https://www.oag.state.tx.
us/opinions/openrecords/50abbott/orl/2003/htm/or200300951.htm; and Op. Att’y Gen.
Tex. 2001-01790 (May 2, 2001) 3 (Open Records Letter), available at https://www.oag.
state.tx.us/opinions/openrecords/49cornyn/orl/2001/htm/or200101790.htm

44Burton v. Mann, 74 Va. Cir. 471 (Va. Cir. Ct. 2008).
45O’Neill v. City of Shoreline, 240 P.3d 1149 (Wash. 2010).
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300 J. SENAT

“The creation of a record of communications about the public’s busi-
ness is no less subject to the public’s access because it was transmitted
over a private communications medium than it is when generated as a
result of having been transmitted over a publicly controlled medium,”
the Arkansas Court of Appeals held in 2003.46

“To conclude otherwise,” Oklahoma Attorney General Drew Edmond-
son wrote six years later, “would allow public officials and employees to
circumvent the open records laws simply by using privately owned per-
sonal electronic communication devices to conduct public business.”47

This article begins by analyzing the arguments put forth for why
these records should be open to the public.

TRANSACTION OF PUBLIC BUSINESS OR PERFORMANCE
OF OFFICIAL DUTIES

A number of state courts and attorneys general have looked to a
document’s nature and purpose, not its location or means of creation, to
determine whether the record should be made available to the public.
That approach, however, is not unique to an age of cellular phones and
email. In 1967, for example, the Iowa Supreme Court had concluded,
“It is the nature and purpose of the document, not the place where it is
kept, which determines its status.”48

More specifically, personal cellular records and email messages of
government officials have been declared open if the content centered
on the transaction of public business or the performance of official du-
ties. Those decisions were typically based upon each state’s statutory
definition of a public record.

46Bradford v. Dir., Employment Sec. Dep’t., 128 S.W.3d 20, 28 (Ark. Ct. App. 2003)
(Public would have access to emails involving the public’s business even if the emails
were sent to or from governor’s private email account through private Internet service
providers.).

472009 OK AG 12, ¶ 1.
48Linder v. Eckard, 152 N.W.2d 833, 835 (Iowa 1967) (affirming lower court’s decision

that written property appraisals in the custody of the city clerk and director of urban
renewal were not public records, in part because documents were not intended to serve
“as a memorial and evidence of something written, said, or done by the officer or public
agency”). See also Griffis v. Pinal County, 141 P.3d 780, 786 (Ariz. Ct. App. 2006) (“Rather,
‘It is the nature and purpose of the document, not the place where it is kept, which
determines its status.”’); Salt River Pima-Maricopa Indian Cmty v. Rogers, 815 P.2d
900, 907 (Ariz. 1991) (quoting Linder v. Eckard, 152 N.W.2d 833, 835 (Iowa 1967)); Op.
Att’y Gen. Fla. 2008-07 (Feb. 26, 2008), available at http://www.myfloridalegal.com/ago.
nsf/Opinions/B4D1320C99E9E532852573FB00726034 (“It is the nature of the record
created rather than the means by which it is created which determines whether it is a
public record.”).
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 301

Florida’s Public Records Law, for example, defines public records as,
“[A]ll documents, papers, letters, maps, books, tapes, photographs, films,
sound recordings, data processing software, or other material, regard-
less of the physical form, characteristics, or means of transmission,
made or received pursuant to law or ordinance or in connection with the
transaction of official business by any agency.”49

Based on that definition, the Florida Attorney General in 2008 rea-
soned:

It is the nature of the record created rather than the means by which it
is created which determines whether it is a public record. Thus, an email
created by a public official in connection with the transaction of official
business is a public record whether it is created on a publicly or privately
owned computer.50

The attorney general then concluded: “[T]he postings [to a private Web
site forum] and emails of a city council member relating to his public
duties would be public records.”51

Likewise, in Texas the statutory definition of public information is

[I]nformation that is written, produced, collected, assembled, or main-
tained under a law or ordinance or in connection with the transaction of
official business: (1) by a governmental body; or (2) for a governmental
body and the governmental body owns the information or has a right of
access to it.52

Relying upon that language, the Texas Attorney General in 1995
wrote, “[I]f information maintained on a privately-owned medium is ac-
tually used ‘in connection with the transaction of official business,’ such
as recording the substance of commission-related appointments after
they have taken place, it would be subject to the act.”53 Though that
decision dealt with a government employee’s privately purchased ap-
pointment calendar, the Texas Attorney General subsequently applied
the principle to find that public officials’ personal cellular and home

49FLA. STAT. ANN. § 119.011(12) (LexisNexis 2013) (emphasis added).
50Op. Att’y Gen. Fla. 2008-07 (Feb. 26, 2008), available at http://www.myfloridalegal.

com/ago.nsf/Opinions/B4D1320C99E9E532852573FB00726034.
51Id. In that instance, one newly elected city council member administered a private

Web site serving as a forum for public discussion of local issues likely to come before the
council for action and another new councilman was a frequent contributor to the Web
site.

52TEX. GOV’T CODE ANN. § 552.002(a) (LexisNexis 2013) (emphasis added).
53ORD Att’y Gen. Tex. No. 635 (1995) (Open Records Decision), available at http://

www.oag.state.tx.us/opinions/openrecords/48morales/ord/1995/pdf/ORD19950635.pdf.
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302 J. SENAT

telephone records and email are subject to disclosure if related to the
transaction of official government business.54

In 2003, for example, the Texas Attorney General wrote that a city
could not deny access to a mayor’s personal cellular telephone records
that related “to the transaction of official city business by the mayor.”
The information requested “directly pertains to the work behavior and
job performance of a city employee, namely the mayor,” the attorney
general held.55

That year, the Texas Attorney General also rejected the contention by
a public school board that emails created on their personal computers
but related to a grievance filed against the board president were “simply
‘personal communications’ between friends and colleagues.”56 Wrote the
attorney general:

The records at issue are communications between board members that
relate solely to district business. Specifically, the e-mails contain detailed
references to the policies and procedures of the board and the district;
discussions regarding amendments to those policies and procedures; in-
formation relating to district employees and the conditions for their con-
tinued employment; and other relevant district information.57

Likewise, correspondence kept in a mayor’s private email account
was declared subject to the Texas Public Information Act in 2005. The
attorney general reasoned: “[T]he submitted documents and e-mails are
addressed to members of the public or city officials and discuss official
city business. Further, the mayor signs the documents and e-mails in
his official capacity.”58

54Op. Att’y Gen. Tex. 2003-1890 (Mar. 19, 2003) (“Therefore, to the extent that the
personal cellular, personal office, and home telephone records, as well as the e-mail
correspondence from personal e-mail accounts, of the mayor and the commissioners
relate to the transaction of official city business, we conclude that such information is
subject to disclosure under the Act.”), available at http://www.oag.state.tx.us/opinions/
openrecords/50abbott/orl/2003/htm/or200301890.htm; Op. Att’y Gen. Tex. 2005–01126
(Feb. 8, 2005) (Open Records Letter), available at http://www.oag.state.tx.us/opinions/
openrecords/50abbott/orl/2005/htm/or200501126.htm (“Information in a public office-
holder’s personal e-mail account may be subject to the [Texas Public Information] Act
where the officeholder uses the personal e-mail account to conduct public business.”).

55Op. Att’y Gen. Tex. 2003-1890 (Mar. 19, 2003), available at http://www.oag.state.tx.
us/opinions/openrecords/50abbott/orl/2003/htm/or200301890.htm.

56Op. Att’y Gen. Tex. 2003-0951 (Feb. 12, 2003), available at https://www.oag.state.tx.
us/opinions/openrecords/50abbott/orl/2003/htm/or200300951.htm.

57Id. (“Thus, after review of the submitted information, we conclude that the e-mails
are subject to the Act.”).

58Op. Att’y Gen. Tex. 2005-06753 (July 27, 2005) (Open Records Letter), available
at http://www.oag.state.tx.us/opinions/openrecords/50abbott/orl/2005/htm/or200506
753.htm.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 303

To be public under Oklahoma’s Open Records Act, a document must
be “created by, received by, under the authority of, or coming into the
custody, control or possession of public officials, public bodies, or their
representatives in connection with the transaction of public business, the
expenditure of public funds or the administering of public property.”59

The Oklahoma Attorney General noted that the state’s broad definition
of the term “record”

[M]akes no distinction based on who owns or pays for a communication
device and the services associated with it; rather, the ORA concentrates
on who creates, receives, controls, or possesses a record (“public officials,
public bodies, or their representatives”) and the context in which it was
created or received by those persons (in connection with the transaction of
public business, the expenditure of public funds, or administering public
property).60

Based on that statutory definition, the Attorney General wrote:

We conclude that who owns an electronic communications device has no
bearing on whether an electronic communication created or received on
that device is a record. Thus, a communication that meets the definition
of a record under the ORA is subject to disclosure regardless of whether it
is created or received on a publicly or privately owned personal electronic
communication device, unless some provision of law allows it to be kept
confidential.61

Illinois’ Freedom of Information Act defines public records as “all
records . . . and all other documentary materials pertaining to the
transaction of public business, regardless of physical form or charac-
teristics, having been prepared by or for, or having been or being used
by, received by, in the possession of, or under the control of any public
body.”62 The state’s Public Access Counselor in the Attorney General’s
Office wrote that documents in the possession of public bodies are only
one class of public records:

Whether information is a “public record” is not determined by where, how,
or on what device that record was created; rather, the question is whether
that record was prepared by or used by one or more members of a public

59OKLA. STAT. TIT. 51, § 24A.3 (2013) (emphasis added).
602009 OK AG 12, ¶ 5. (“Neither here, nor anywhere else in the ORA, is ownership of

equipment mentioned as a factor in determining what is or is not a record.”)
61Id.
625 ILL. COMP. STAT. 140/2(c) (emphasis added).
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304 J. SENAT

body in conducting the affairs of government. The focus is on the creation
of the record itself, and how it was used.63

Consequently, emails and text messages sent between Champaign City
Council members on their private cellphones during meetings were pub-
lic records if related to the transaction of public business.64

Virginia’s Freedom of Information Act also defines a public record as
“prepared or owned by, or in the possession of a public body or its officers,
employees, or agents in the transaction of public business.”65 Based on
that wording, a trial judge held that the central issue was whether the
record could be “tied to the ‘transaction of public business,”’ not whether
it was found in “a public databank, or one privately contracted for by
the officer, agent, or employee of a public body.”66 However, the judge
distinguished between “what are matters of public business and what
are matters of public interest,” writing:

[W]hile it may be of interest what our public officials are eating, personal
diet in most cases has nothing to do with the public business of the of-
ficial. Thus, “Public business encompasses those matters over which the
public governmental body has supervision, control, jurisdiction, or advi-
sory power.” There must be some nexus between the record produced and
public trust imposed upon the official or governmental body.67

63Public Access Counselor Op. Att’y Gen. Ill. 2011-006 (Nov. 15, 2011) 4–5.
64Id. See also City of Champaign v. Madigan, 992 N.E.2d 629, 639-40 (Ill. App. Ct.

2013) (“[C]ommunications from an individual city council member’s personal electronic
devices do not qualify as ‘public records’ unless they (1) pertain to public business, and
were (2) prepared by, (3) prepared for, (4) used by, (5) received by, (6) possessed by,
or (7) controlled by the ‘public body.’ Thus, if the communication, which pertains to
the transaction of public business, was sent or received during the time a city council
meeting was in session, i.e., during the time the individual city council members were
functioning collectively as the ‘public body,’ then the communication is a ‘public record’
and thus subject to FOIA.. .. To hold otherwise would allow members of a public body,
convened as the public body, to subvert the Open Meetings Act [citation omitted] and
FOIA requirements simply by communicating about city business during a city council
meeting on a personal electronic device.”)

65VA. CODE ANN. § 2.2–3701 (2008) (emphasis added).
66Burton v. Mann, 74 Va. Cir. 471, 474 (Va. Cir. Ct. 2008) (“Central to the issue of

production is whether the record can be tied to the ‘transaction of public business.’
Whether a record is found in a public databank, or one privately contracted for by the
officer, agent, or employee of a public body is not determinative of the outcome. To rule
otherwise would permit public records of significance to a consideration of the affairs of
governance to be shielded from public scrutiny and private lives of public officials to be
exposed to public view merely by a mouse-click to a different data bank.”).

67Id. (quoting Kansas City Star Co. v. Fulson, 859 S.W.2d 934, 940 (Mo. App. W.D.
1993)).

D
ow

nl
oa

de
d 

by
 [

U
ni

ve
rs

ity
 o

f 
A

ri
zo

na
] 

at
 1

5:
34

 0
8 

Ja
nu

ar
y 

20
15

 



PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 305

Consequently, only those emails on a county supervisor’s private AOL
account that dealt with public business were searchable under the
state’s FOIA, he wrote.

North Dakota’s Open Records Law defines “public business” as, “[A]ll
matters that relate or may foreseeably relate in any way to [t]he perfor-
mance of the public entity’s governmental functions . . . or [t]he public
entity’s use of public funds.”68 Based on that definition, the state’s at-
torney general has repeatedly found emails related to public business
to be subject to the Open Records Act even if located on a government
official’s private computer.69 That included the emails of government
appointees to a sports foundation overseeing a public hockey arena be-
cause the emails had “been received or prepared in connection with
public business or contain[ed] information relating to public business,”
the attorney general held.70

Alaska’s Public Records Act defines “public records” as those records
“that are developed or received by a public agency, or by a private con-
tractor for a public agency, and that are preserved for their informa-
tional value or as evidence of the organization or operation of the public
agency.”71 Consequently, a 2008 opinion by the Alaska Attorney Gen-
eral said documents related to state business are public records even if
“generated on a personal cell phone or PDA.”72

Washington’s Public Records Act defines “public records” to include
“any writing containing information relating to the conduct of govern-
ment or the performance of any governmental or proprietary function

68N.D. CENT. CODE § 44-04-17.1(11) (2011) (emphasis added).
69N.D.A.G. 08-O-15 (School and park districts violated Open Records law by not pro-

viding copies of emails on the home computers of their appointees serving on the board of
directors of sports foundation.); N.D.A.G. 08-O-07 (State board members’ emails on their
private home or business computers and regarding public business are public records
in the possession of a public entity.); N.D.A.G. 07-O-06 (County commissioners violated
Open Records Law by failing to provide copies of emails on their private computers in a
timely fashion.); N.D.A.G. 98-O-05 (Private emails of state Board of Higher Education
members are records subject to the Open Records Law if related to public business.).

70N.D.A.G. 08-0-15 at 5 (“These records are subject to the open records law irrespective
of whether the records are located on the appointees’ private home computers.”).

71ALASKA STAT. § 40.25.220(3) (2011) (emphasis added) (Format includes “books, pa-
pers, files, accounts, writings, including drafts and memorializations of conversations,
and other items, regardless of format or physical characteristics.”).

722008 Op. Alaska Atty. Gen. (Aug. 21) at 12. “[B]ecause business related calls and
business related email messages would also be generated through these personal de-
vices, it is possible that a state official or a court could be required to review all call
records and messages in order to locate the calls and email messages that concern state
business and thus are public records.” Id. at 2.
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306 J. SENAT

prepared, owned, used, or retained by any state or local agency regard-
less of physical form or characteristics.”73 Based on that broad definition,
a court held that the metadata74 for an email, which itself was deemed
public, was likewise a public record, even though it was on a city deputy
mayor’s home computer’s hard disk.75 The court held:

Metadata may contain information that relates to the conduct of govern-
ment and is important for the public to know. It could conceivably include
information about whether a document was altered, what time a doc-
ument was created, or who sent a document to whom. Our broad PRA
exists to ensure that the public maintains control over their government,
and we will not deny our citizenry access to a whole class of possibly
important government information.76

Noting that the deputy mayor used her personal computer at home
for city business, the court found that the city could search for the
requested metadata on that computer’s hard drive. “If government em-
ployees could circumvent the PRA by using their home computers for
government business, the PRA could be drastically undermined,” the
court held.77

Billing Records

In contrast to these various state decisions declaring open the offi-
cials’ privately owned cell phone records and emails when related to
government duties, Colorado courts and a Kentucky Attorney General’s
opinion barred access to the billing statements for private cell phones

73WASH. REV. CODE ANN. § 42.56.010 (LexisNexis 2012) (emphasis added). See also
O’Neill v. City of Shoreline, 240 P.3d 1149, 1153 (Wash. 2010) (“In sum, ‘public record’
is defined very broadly, encompassing virtually any record related to the conduct of
government.”).

74“Metadata is quite simply data about data, or hidden statistical information about a
document that is generated by a software program.” O’Neill v. City of Shoreline, 240 P.3d
1149, 1152 (Wash. 2010) (quoting Jembaa Cole, When Invisible Electronic Ink Leaves
Red Faces: Tactical, Legal and Ethical Consequences of the Failure to Remove Metadata,
1 SHIDLER J.L. COM. & TECH. 8, ¶ 7 (Feb. 2, 2005)). “Examples of e-mail metadata ‘in-
clude, among about 1,200 or more properties, such information as the dates that mail
was sent, received, replied to or forwarded, blind carbon copy . . . information, and
sender address book information.”’ Id. at 1153 (quoting WORKING GROUP ON ELEC. DOC.
RETENTION & PROD., THE SEDONA CONFERENCE, THE SEDONA PRINCIPLES: BEST PRAC-
TICES RECOMMENDATIONS AND PRINCIPLES FOR ADDRESSING ELECTRONIC DOCUMENT
PRODUCTION 3 (2d ed. June 2007)).

75Id. at 1154. (“There is no doubt here that the relevant e-mail itself is a public record,
so its embedded metadata is also a public record and must be disclosed.”).

76Id. at 1153–54.
77Id. at 1155.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 307

even though officials conducted public business on the devices. These
decisions were arrived at despite state laws defining public records as
those related to the transaction of government business.

The Colorado Open Records Act defines “public records” as “all writ-
ings made, maintained, or kept” by public agencies “for use in the exercise
of functions required or authorized by law or administrative rule or in-
volving the receipt or expenditure of public funds.”78 However, when the
custodian of the record

[I]s not an agency but an individual with both private and official capac-
ities, and it is disputed in which capacity he or she holds the record, the
burden of showing that the record is likely a public record as defined by
CORA is placed on the requesting party. To meet that initial burden, the
requesting party must show that the record was likely “made, maintained,
or kept” by the custodian in his or her official capacity.79

As the Colorado Court of Appeals explained:

Only when the requesting party makes the required threshold showing
that the records are made, maintained, or kept by the custodian in his or
her official capacity does the burden shift to the custodian to show that
the records were not “for use in the exercise of functions. .. authorized by
law.” Thus, it is only at this point that the court is to examine whether
the contents of the records “address the performance of public functions,”
that is, whether the records are being held for use in the exercise of public
functions.80

Based on the statutory definition and burden of proof for the plain-
tiff, Colorado courts rejected The Denver Post’s requested access to item-
ized billing statements for Governor Bill Ritter’s personal cell phone on
which he conducted state business even during regular work hours. The
billing statements included the date, time and duration of the call, and
the phone number of the party called.81 Newspaper officials contended
that the bills would reveal valuable information about the workings of

78COLO. REV. STAT. § 24-72-202(6)(a)(I) (2009) (emphasis added).
79Denver Post Corp. v. Ritter, 230 P.3d 1238, 1241 (Colo. Ct. App. 2009), (relying upon

Wick Commc’ns Co. v. Montrose County Bd. of County Comm’rs, 81 P.3d 360, 363–64
(Colo. 2003)), aff’d 255 P.3d 1083 (Colo. 2011).

80Id. (relying upon Denver Publ’g Co. v. Bd. of County Comm’rs, 121 P.3d 190, 194
(Colo. 2005)).

81See Mat Masich, Bill Ritter’s Cell Phone Records Subject of Colo. Supreme Court
Case, LAW WEEK COLORADO, May 17, 2010, available at http://www.lawweekonline.
com/2010/05/bill-ritters-cell-phone-records-to-be-subject-of-colo-supreme-court-case/.
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308 J. SENAT

state government by showing to whom the governor had talked and for
how long regarding the public’s business.82

But the Colorado Supreme Court said the newspaper had not demon-
strated that the governor “made the billing statements or kept or main-
tained them in his official capacity.”83

The Colorado Supreme Court agreed with the court of appeals that
the cell phone “carrier not the Governor created the phone bills.”84 The
two appellate courts also held that Ritter did not keep the bills in his
official capacity as governor, noting that both parties had agreed to a
stipulation that he kept the bills only for the purpose of paying them.
“[T]he requested records in this case were not held in any government
office, were not made available to other state officers or employees for
any purpose, and were not used in the daily functioning of the Governor’s
office,” the Colorado Supreme Court reasoned.85 The courts came to
these conclusions based on the factors the Colorado Supreme Court had
used in 2003 to rule that a government official’s diary was not a public
record: (1) Whether the official was required to keep the record; (2)
where it was kept; (3) who had access to it; (4) whether a public entity
had ever attempted to exercise control over it; and (5) to what use it was
put.86

In a brief supporting The Denver Post’s appeal to the state supreme
court, The Reporters Committee for Freedom of the Press and other
journalism organizations criticized the court of appeals decision for tak-
ing a “myopic view that such records exist only for payment purposes.”87

To take that view, the brief argued: “[C]ompletely ignores the fact that
these kinds of records have long been used by investigative journalists
and are standard fare for those covering government. To be sure, the

82Ingold, supra note 16.
83Denver Post Corp. v. Ritter, 255 P.3d 1083, 1085-86 (Colo. 2011).
84Id. at 1091. See also Denver Post, 230 P.3d 1238, 1242.
85Denver Post, 255 P.3d at 1093. See also Denver Post, 230 P.3d at 1242. The court of

appeals ruled that Ritter had kept the bills “only in his personal capacity,” writing that
he did so “only to verify the amounts he owed and to pay them, which is a personal, not
official, function.” Id. The court rejected the newspaper’s argument that “because the
information contained in the bills could be used to confirm if and when particular calls
were made, Ritter kept them in his official capacity.” Id.

86Denver Post, 255 P.3d at 1089 (relying upon Wick Commc’ns Co. v. Montrose County
Bd. of County Comm’rs, 81 P.3d 360, 363–64 (Colo. 2003)).

87Brief of Amici Curiae The Reporters Committee for Freedom of the Press et al. at
16, Denver Post Corp. v. Ritter, 2010 Colo. LEXIS 384 (Colo. 2010) (Mem. Op.), available
at http://asne.org/LinkClick.aspx?fileticket=rXocsUjydqU%3d&tabid=113.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 309

potential to use phone logs and similar kinds of records to shed light on
government conduct is not merely conjectural.”88

But a Colorado Supreme Court majority agreed with the lower court’s
reasoning. In dissent, Justice Nancy E. Rice warned that the major-
ity had created “an incentive for public officials to shield records of
phone conversations about official business by intermingling them with
records of personal calls, essentially affording the opportunity to pur-
chase an unwritten exception to CORA for the price of a monthly cell
phone plan.”89 She wrote:

While we should not discourage public officials from recognizing the effi-
ciency and convenience of using a single device to conduct both personal
and official calls, neither should we allow them to use that efficiency and
convenience as an excuse to shield records of their official conduct from
the citizens on whose behalf they serve.90

In Kentucky, a 2003 Attorney General Open Records Decision denied
a request for the billing statements for a cell phone owned and paid
for by a private attorney but used in his duties as the attorney for a
county government. That decision, however, was based not on statutory
language but on the scope of the request.91

The Kentucky Attorney General noted: “The purpose and intent of
the Open Records Act is to permit ‘the free and open examination of
public records.”’92 He concluded that the records of telephones whose
numbers were listed on public registers as the contact numbers for the
county attorney and that were presumably used by the public agency
to conduct its public business “would be of sufficient public character to
constitute ‘public records,’ even though the cost of the phones and their
usage are paid for with private funds, to the extent that they record
the operation and functioning of the public agency, and, thus, would be
subject to the Open Records Act.”93

But the attorney general said that because those public records were
comingled with the attorney’s private calls spanning twenty-six months,
the Office of the County Attorney could not

88Id. The brief lists numerous examples in which reporters have used cell phone logs
and other records that memorialize official action have been “used to keep government
accountable to the people” and resulted in positive changes. Id. at 18-23.

89255 P.3d at 1094 (Rice, J., dissenting).
90Id. at 1098 (Rice, J., dissenting).
91Op. Att’y Gen. Ky. 2003-ORD-019 (Feb. 5, 2003) (Open Records Decision).
92Id. at 6.
93Id. at 5. See also KY REV. STAT. ANN. § 61.871 (LexisNexis 2011).
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310 J. SENAT

[B]e required to comb through over two years of phone records to deter-
mine the nature of each and every call. If the public agency maintains a
phone log of public agency calls, then that record would be open to public
disclosure, unless subject to nondisclosure under one or more of the ap-
plicable exceptions to disclosure. If no such log exists, we find the agency
is not obligated to create a list or otherwise produce responsive records.94

Public’s Right to Know

An argument implied by linking public access to the transaction of
public business or performance of official duties is that the public has a
right to know about what its government does.

The preamble to Oklahoma’s Open Records Act, for example, states,
“[I]t is the public policy of the State of Oklahoma that the people are
vested with the inherent right to know and be fully informed about
their government.”95 The explicit purpose of the statute “is to ensure
and facilitate the public’s right of access to and review of government
records so they may efficiently and intelligently exercise their inherent
political power.”96 Based on that stated statutory purpose, the attorney
general agreed that records created by government officials in the course
of their duties were subject to the state Open Records Act regardless
of whether the document was created or maintained on a personally or
publicly owned device.97

The Texas Public Information Act likewise states:

Under the fundamental philosophy of the American constitutional form of
representative government that adheres to the principle that government
is the servant and not the master of the people, it is the policy of this state
that each person is entitled, unless otherwise expressly provided by law,
at all times to complete information about the affairs of government and
the official acts of public officials and employees. The people, in delegating
authority, do not give their public servants the right to decide what is
good for the people to know and what is not good for them to know. The
people insist on remaining informed so that they may retain control over
the instruments they have created.98

Relying in part upon that wording, the Texas Attorney General held
that, for example, the home emails of a city councilwoman were “public

94Id. at 6-7.
95OKLA. STAT. tit. 51, § 24A.2 (2013).
96Id.
972009 OK AG 12, ¶ 7.
98TEX. GOV’T CODE ANN. § 552.001(a) (LexisNexis 2011) (emphasis added).

D
ow

nl
oa

de
d 

by
 [

U
ni

ve
rs

ity
 o

f 
A

ri
zo

na
] 

at
 1

5:
34

 0
8 

Ja
nu

ar
y 

20
15

 



PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 311

records subject to the Act because the council member solicited citizens
to communicate with her as a council member on her personal computer
by including the home e-mail address on her business card.”99

In spite of the widely accepted right of the public to know about
its government, officials have made a number of counter arguments
intended to justify withholding documents related to their duties but
created, received or maintained on their private cell phones, computers
and email accounts.

DISCLOSURE WOULD CONSTITUTE INVASION OF PRIVACY

Officials have argued that disclosure would invade their privacy be-
cause personal emails or text messages would be reviewed in the search
for those related to government business.100 For example, an organi-
zation of California cities and counties argued government agencies
couldn’t search their employees’ personal computers to answer pub-
lic records requests in part because it would invade employee privacy.
“Everyone who works for the government still has private lives,” said
Shawn Hagerty, a San Diego-based attorney who helped write a brief
filed by the League of California Cities and California State Association
of Counties in support of non-disclosure.101

In that case, a newspaper sought emails that a vice mayor sent from
her home computer to Lawrence Livermore National Laboratory offi-
cials prior to a public forum on their proposal to build the National
Bio- and Agri-Defense Facility at the company’s weapons test range
outside of Tracy, California. At the time, the city did not provide emails
for council members.102

99Op. Att’y Gen. Tex. 2001-01790 (May 2, 2001) 3 (Open Records Letter),
available at https://www.oag.state.tx.us/opinions/openrecords/49cornyn/orl/2001/htm/
or200101790.htm

100For example, Beaverton, Ore., Mayor Rob Drake complained: “That search of our
personal computers was very invasive to our right to privacy at home. The fact the
judge allowed it was highly inappropriate.” Christina Lent, City of Beaverton Ponders
Next Move in Nike Public Records Case, PORTLAND TRIBUNE, Jan. 17, 2007, available
at http://portlandtribune.com/component/content/article?id = 81552. See also Nike Inc.
v. City of Beaverton, No. C05 1992CV (Wash. Co. Cir. Ct. Aug. 30, 2005) (declaring that
relevant documents on private computers of the mayor and city councilors may be public
records subject to disclosure under the public records law).

101David Danelski & Mark Muckenfuss, S.B. County Assessor’s Office Case Raises
Government Record Questions, THE PRESS-ENTERPRISE, May 17, 2009, available at http:
//www.pe.com/localnews/politics/stories/PE News Local S blackberry17.47256e1.html.
See also Jake Armstrong, Tracy Lawsuit Could Break New Ground on Public Officials’
Private Activities, THE RECORD, Dec. 24, 2007, available at http://www.recordnet.com/
apps/pbcs.dll/article?AID=/20071224/A NEWS/712240307#STS=g0u046aw.1d13.

102See San Joaquin News Service, Procedural Flaw Ends Up Dooming Tracy Press
Public Records Lawsuit, LODI (Calif.) NEWS-SENTINEL, July 17, 2008, available at http:
//www.lodinews.com/articles/2008/07/18/news/7 tracy 080718.txt.

D
ow

nl
oa

de
d 

by
 [

U
ni

ve
rs

ity
 o

f 
A

ri
zo

na
] 

at
 1

5:
34

 0
8 

Ja
nu

ar
y 

20
15

 



312 J. SENAT

In 2007, a San Joaquin Superior Court judge ruled against the news-
paper in part because of concerns that disclosure would violate an in-
alienable right of privacy guaranteed by the California Constitution.103

The judge held that a state constitutional provision guaranteeing the
public’s right of access to government information104 was not written
to override the privacy guarantee.105 The judge’s ruling was criticized
for overlooking sections of the state’s Public Records Act and the con-
stitution’s access provision that stipulated both were to be interpreted
broadly in favor of open government.106

In a contrasting ruling, a Santa Clara County trial judge six years
later rejected the claim by San Jose officials that access to public busi-
ness on their private electronic devices would be inconsistent with the
state Public Records Act’s “concern for the privacy of individuals in
terms of personnel, medical or residential information contained in pub-
lic records.”107 The judge reasoned:

It is doubtful that City officials and agents can claim a resonable expec-
tation of privacy over their communications concerning the public bene-
fit, particularly on topics currently on the City public agenda, and any
personal information that falls within an exemption to the PRA can be
withheld, with segregable portions produced.108

Likewise, attorneys general in other states have said officials’ privacy
would be protected because truly private information would be redacted
prior to any record’s release to the public.

The Alaska Attorney General, for example, concluded:

103Tracy Press Inc. v. City of Tracy, No. CV029588 (San Joaquin Co. Super. Ct. 2007),
aff’d sub nom. Tracy Press Inc. v. Superior Court of San Joaquin County, 164 Cal. App.
4th 1290, 1302 (Cal. Ct. App. 2008) (upheld on technical grounds unrelated to open
records issue) (“Although this proceeding was doomed from the beginning by Tracy
Press’s failure to name Suzanne Tucker as a party, the petition attempted to raise an
important and novel issue concerning whether writings in the sole possession of a city
council member are ‘prepared, owned, used, or retained by any state or local agency’
and are therefore subject to a public records request under the Public Records Act and
the California Constitution. The participation of amici curiae attests to the importance
of the issue. We therefore conclude that this proceeding is not clearly frivolous.”).

104CALIF. CONST. art. 1, § 3(b)(1) (“The people have the right of access to information
concerning the conduct of the people’s business, and, therefore, the meetings of public
bodies and the writings of public officials and agencies shall be open to public scrutiny.”).

105See Jon Mendelson, Courts Open, Close Local Government, TRACY PRESS, Aug.
30, 2007, available at http://tracypress.com/bookmark/2183846-Courts-open-close-
local-government.

106Id.
107Smith v. City of San Jose, No. 1-09-CV-150427 at 6 (Santa Clara Co. Super. Ct. 2013).
108Id. at 6–7.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 313

[P]ersonal emails and call records are not public records and public dis-
closure of such personal information would likely run afoul of the individ-
ual’s right to privacy under the Alaska Constitution. However, because
business related calls and business related email messages would also be
generated through these personal devices, it is possible that a state offi-
cial or a court could be required to review all call records and messages in
order to locate the calls and email messages that concern state business
and thus are public records.109

The North Dakota Attorney General likewise found that statutory
exemptions protecting confidential information could require the redac-
tion of certain information from emails that otherwise dealt with public
business but were kept on home computers.110

On the issue of whether information was truly private, the Texas
Attorney General rejected a privacy claim by public school board mem-
bers regarding email correspondence among them that was created on
their personal computers but pertained to a grievance filed against the
board president.111 The school board members claimed both common-
law privacy and a statutory exemption for “private correspondence
and communications of an elected office holder relating to matters the
disclosure of which would constitute an invasion of privacy.”112

The attorney general said the test under both claims was whether
the information (1) contained highly intimate or embarrassing facts the
publication of which would be highly objectionable to a reasonable per-
son, and (2) the information is not of legitimate concern to the public.113

The attorney general concluded that the information in the emails

[D]oes not concern the intimate aspects of an individual’s private affairs,
but instead directly pertains to the work behavior and job performance of
district employees and officials. As we have frequently stated, information

1092008 Op. Alaska Atty. Gen. (Aug. 21) at 2. The opinion continued: “In summary, state
business records generated on a personal cell phone or PDA are public records subject
to review and disclosure, unless the Public Records Act permits them to be withheld.
Personal records are likely protected from public disclosure but are not protected from
state official or court review to the extent necessary to identify state business records.”
Id. at 12.

110N.D.A.G. 08-O-15 (School and park districts violated the open records law by not
providing copies of emails on the home computers of their appointees serving on the
board of directors of sports foundation.).

111Op. Att’y Gen. Tex. 2003–0951 (Feb. 12, 2003) (Open Records Letter), available
at https://www.oag.state.tx.us/opinions/openrecords/50abbott/orl/2003/htm/or200300
951.htm.

112Id. at 4.
113Id. at 3 (relying upon Industrial Found. v. Texas Indus. Accident Bd., 540 S.W.2d

668 (Tex. 1976).
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314 J. SENAT

pertaining to the job performance of public employees and officials cannot
be deemed outside the realm of public interest.114

But the statutory definition of public information as information “col-
lected, assembled, or maintained under a law or ordinance or in connec-
tion with the transaction of official business” meant that “information
created in a public officeholder’s personal e-mail account for campaign
and personal political purposes” was not public information, the Texas
Attorney General found. “[A] governmental body’s official business ordi-
narily does not include a public officer’s personal campaign and political
activities.”115

Oddly enough, the argument for disclsosure finds support in decisions
protecting privacy. Personal emails created, received or maintained on
government computers have been exempted from disclosure because of
their content, not because of who owned the computer.

For example, the Oklahoma Attorney General ruled in 2001 that not
all emails on government-owned servers were public. Only those re-
lated to “the transaction of public business, the expenditure of public
funds or the administering of public property” would be subject to the
Open Records Act.116 Email between government employees “making
lunch plans” would not likely be covered.117 The attorney general noted
that reasoning eight years later when declaring that the content of
the document, not ownership of the electronic communications device,
determined whether the record was subject to the Open Records Act.118

GOVERNMENT DOES NOT HAVE CUSTODY OF RECORDS

Government bodies have argued that the documents on officials’ pri-
vately owned electronic devices are not public because the agencies don’t
possess the documents and don’t have a right to access such records. For
example, a deputy city attorney in California argued that emails sent
to or received from an elected or appointed official’s private computer
weren’t public records. “It’s not that difficult of a concept to grasp,” said
Bill Sartor. Documents “that have never touched the city in any way or
form, didn’t use it, retain it or necessarily know it existed, are not public
records.”119

114Id. at 4.
115Op. Att’y Gen. Tex. 2005–01126 (Feb. 8, 2005) (Open Records Letter), available

at http://www.oag.state.tx.us/opinions/openrecords/50abbott/orl/2005/htm/or200501
126.htm.

1162001 OK AG 46, ¶ 5.
117Id. n.2.
1182009 OK AG 46, ¶ 3.
119Danelski & Muckenfuss, supra note 101.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 315

Key to this issue is whether the state open records law pertains not
only to documents in the physical custody of the public agency but also
to those kept by individual officials at home or elsewhere outside the
office.

In Texas, for example, city officials in 2003 contended that “personal
cellular, personal office, and home telephone records, as well as the
e-mail correspondence from personal e-mail accounts, of the mayor and
the commissioners” were not subject to the state’s Public Information
Act “because the city does not have custody of or access to most of this
information.”120 The same year, school board officials in Texas claimed
the district “has no right of access to a board member’s personal e-mails”
and “there is no law or ordinance requiring that a personal e-mail made
on a home computer by a board member must be ‘collected, assembled,
or maintained’ by the district or the board.”121

The Texas Attorney General’s rejection of these arguments was based
on statutory language and on previous decisions involving old-fashioned
paper documents. In 1985, for example, the attorney general had said a
paper document did not fall outside the state Public Information Act’s
definition of “public information” merely because an individual member
of a governmental body, rather than the governmental body as whole,
possessed it, explaining:

If a governmental body could withhold information which clearly relates
to “official business” on the ground that the information is maintained
by the individual members of that body rather than in the body’s admin-
istrative offices, it could easily and with impunity circumvent disclosure
requirements. The legislature could not possibly have intended to allow
governmental entities to escape from the act’s disclosure requirements in
this manner. Nor do we believe that the question of whether information
is “public” can turn on whether it is physically controlled by the custodian
of information of a governmental body. If that were so, governmental bod-
ies could avoid the act simply by taking information out of the hands of
the custodian and placing it elsewhere. We also note that the act’s defini-
tion of “public information” does not refer to “custodians of information.”
Thus, whether a custodian has actual control of information can have no
bearing on whether that information is “public.”122

120Op. Att’y Gen. Tex. 2003-1890 (Mar. 19, 2003) (Open Records Letter), available at
https://www.oag.state.tx.us/opinions/openrecords/50abbott/orl/2003/htm/or200301890.
htm.

121Op. Att’y Gen. Tex. 2003–0951 (Feb. 12, 2003) (Open Records Letter), available
at https://www.oag.state.tx.us/opinions/openrecords/50abbott/orl/2003/htm/or200300
951.htm.

122ORD Att’y Gen. Tex. No. 425 (1985) (Open Records Decision) (concluding, among
other things, that information sent to individual school trustees’ homes was public
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316 J. SENAT

As noted earlier, the Texas statute defines “public information” as
“information that is collected, assembled, or maintained under a law or
ordinance or in connection with the transaction of official business: (1)
by a governmental body; or (2) for a governmental body and the gov-
ernmental body owns the information or has a right of access to it.”123

Based on that definition, the attorney general twice in 2003 concluded
public information remains so “even though it may be the possession of
one person. Further, information that is collected, assembled, or main-
tained by a third party may be subject to disclosure under the Act, if a
governmental body owns or has a right of access to the information.”124

The attorney general added that the characterization of information
as public was “not dependent on whether the requested records are in
the possession of an individual or whether a governmental body has a
particular policy or procedure that establishes a governmental body’s
access to the information.”125

“Thus, the mere fact that the city does not possess the information
at issue does not take the information outside the scope of the Act,” the
attorney general concluded.126

information because it related to official business of governmental body) (overruled
on other grounds by ORD Att’y Gen. Tex. No. 439 (1986)). See also ORD Att’y Gen.
Tex. No. 635 (1995) (“If a governmental body could withhold records relating to official
business simply because they are held by an individual member of the governmental
body, it could easily and with impunity circumvent the act merely by placing all records
relating to official business in the custody of an individual member. The legislature
could not have intended to permit governmental bodies to escape the requirements of
the act so easily.”); Womack Newspapers, Inc. v. The Town of Kitty Hawk, 639 S.E.2d
96 (N.C. Ct. App. 2007), in which town officials argued that paper records kept with a
private law firm serving as the town attorney were not public because they were not in
the town’s custody. The court found:

If an argument such as this were to prevail there would be nothing to prevent municipalities
and other governmental agencies from skirting the public records disclosure requirements
simply by hiring independent contractors to perform governmental tasks and to have them
retain all documents in conjunction with the performance of those tasks that municipalities
and agencies chose to shield from public scrutiny.

Id. at 105.
123TEX. GOV’T CODE ANN. § 552.002(a) (LexisNexis 2011) (emphasis added).
124Op. Att’y Gen. Tex. 2003–1890 (Mar. 19, 2003) (Open Records Letter) 1, available

at https://www.oag.state.tx.us/opinions/openrecords/50abbott/orl/2003/htm/or200301
890.htm.

125Id. (citing ORD Att’y Gen. Tex. No. 635 at 3–4 (1995) (finding that information
does not fall outside definition of “public information” in act merely because individual
member of governmental body possesses information rather than governmental body
as whole); ORD Att’y Gen. Tex. No. 425 (1985). See also Op. Att’y Gen. Tex. 2003–0951
(Feb. 12, 2003) (Open Records Letter) (“The Act’s definition of ‘public information’ is not
dependent on considerations such as whether the requested records are in the possession
of an individual or whether a governmental body has a particular policy or procedure
that establishes a governmental body’s access to the information.”).

126Id.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 317

The attorney general also noted that the Texas Public Information
Act’s definition of

“[P]ublic information” does not require that an employee or official of a
governmental body create the information at the direction of the govern-
mental body. Therefore, to the extent that the personal cellular, personal
office, and home telephone records, as well as the e-mail correspondence
from personal e-mail accounts, of the mayor and the commissioners relate
to the transaction of official city business, we conclude that such informa-
tion is subject to disclosure under the Act.127

The North Dakota Attorney General likewise has repeatedly refused
to allow government officials to circumvent the state Open Records Law
by keeping emails regarding public business on their private computers,
not on those owned by government.128 Those decisions were based on
the state law’s definition of a record as,

[R]ecorded information of any kind, regardless of the physical form or
characteristic by which the information is stored, recorded, or reproduced,
which is in the possession or custody of a public entity or its agent and
which has been received or prepared for use in connection with public
business or contains information relating to public business.129

If public employees and officials are

[A]cting within the scope of their public positions and created a record
regarding public business, that record is subject to the open records law
regardless of whether it is located at their private homes or businesses.
The open records law applies to public records regardless of where a
public employee or board member possesses the record. A public entity’s

127Id. See also Op. Att’y Gen. Tex. 2003–0951 (Feb. 12, 2003) (Open Records Letter)
(“Furthermore, the Act’s definition of ‘public information’ does not require that an em-
ployee or official create the information at the direction of the governmental body. Thus,
we do not find that . . . assertions about the creation or possession of the e-mails resolves
the question before us.”).

128N.D.A.G. 08-O-15 (School and park districts violated Open Records law by not pro-
viding copies of e-mails on the home computers of their appointees serving on the board
of directors of sports foundation.); N.D.A.G. 08-O-07 (State board members’ emails on
their private home or business computers and regarding public business are public
records in the possession of a public entity.); N.D.A.G. 07-O-06 (County commissioners
violated Open Records Law by failing to provide copies of emails on their private com-
puters in a timely fashion.); N.D.A.G. 98-O-05 (Private emails of state Board of Higher
Education members are records subject to the Open Records Law if related to public
business.).

129N.D. CENT. CODE § 44-04-17.1(15) (2011) (emphasis added).

D
ow

nl
oa

de
d 

by
 [

U
ni

ve
rs

ity
 o

f 
A

ri
zo

na
] 

at
 1

5:
34

 0
8 

Ja
nu

ar
y 

20
15

 



318 J. SENAT

employees and governing body are part of the public entity. If a public
record is in the possession of a board member or employee, it is subject
to the open records law. If a board member or employee of a public entity
refuses to turn over records in response to an open records request, that
board member or employee commits a violation the open records law on
behalf of the public entity.130

In 2009, Oklahoma’s attorney general agreed with the reasoning of
his counterparts in Texas and North Dakota, citing the expressed leg-
islative intent of his state’s Open Records Act “to ensure and facilitate
the public’s right of access to and review of government records.”131 The
Oklahoma Attorney General held, “[T]he location of the electronic com-
munications equipment matter, whether it is used in a governmental
office, in a public official’s or employee’s home, or somewhere in transit
between them,” has no bearing on whether the record is subject to the
Open Records Act.132 The statute “applies equally to individual pub-
lic officials as well as to public bodies; accordingly, if a communication
qualifies as a record it makes no difference under the ORA whether it
is in the sole possession of a public official or in the possession of that
official’s public body,” the Oklahoma Attorney General concluded.133

Connecticut’s Freedom of Information Act requires each government
agency to “keep and maintain all public records in its custody at its
regular office or place of business in an accessible place.”134 The state
Freedom of Information Commission has relied upon that wording to
rule that emails regarding public business are public records even when
kept in officials’ private email accounts.135 The commission has warned

130N.D.A.G. 08-O-07, at 4–5.
1312009 OK AG 12, ¶ 7 (quoting OKLA. STAT. tit. 51, § 24A.2).
132Id. ¶ 6.
133Id.
134CONN. GEN. STAT. § 1–210(a) (2013) (“Each such agency shall keep and maintain all

public records in its custody at its regular office or place of business in an accessible
place and, if there is no such office or place of business, the public records pertaining to
such agency shall be kept in the office of the clerk of the political subdivision in which
such public agency is located or of the Secretary of the State, as the case may be.”).

135Connecticut Freedom of Information Commission, Docket #FIC 2005-408, Richard
Rowlenson and Gemini Networks, Inc. v. Steve Fontana, Co-Chairman, State of Con-
necticut, Connecticut General Assembly, Energy and Technology Committee, June 14,
2006, available at http://www.state.ct.us/foi/2006FD/20060614/FIC2005-408.htm (“The
Commission urges the respondent to use only his State of Connecticut email account
to conduct his business. The Commission is not persuaded that the respondent’s AOL
account remains ‘personal,’ as the respondent contends, when it is used to conduct the
respondent’s business. Moreover, the Commission notes that its decision not to sub-
ject the respondent’s home computer to forensic examination is limited to the facts
and circumstances of this case only, because such examination would result only in the
production of records previously provided to complainants’ counsel.”).
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 319

government officials “the use of private or home computers by public
agencies to conduct public business opens such public officials up to
potential public scrutiny, including subjecting the public officials’ home
computers to forensic examination.”136

Similarly, the District of Columbia Council in 2013 found that the
District’s FOIA officer could request that council members and employ-
ees search in their non-governmental email accounts for and produce
emails used to transact public business.137

The Maryland Public Information Act’s definition of records custo-
dian includes any “authorized individual who has physical custody and
control of a public record.”138 Based on that wording, the Maryland
Attorney General declared:

[E]-mail messages among members of the [county planning] Commission
pertaining to Commission business would be public records, albeit housed
only in the home computers of the members. Each member would then be
the “custodian” of the e-mail messages, because each member would have
“physical custody and control of a public record.”139

The New Jersey Government Records Council used similar reasoning
when a mayor refused to provide access to emails on his private AOL ac-
count even though the content was related to public business.140 “[T]he
definition of a government record is not restricted by the location of the
record,” said the council. The statutory definition states, in part, “made,
maintained or kept on file,” the council noted.141 “In this case,” the coun-
cil reasoned, “the Mayor has utilized his home computer/personal e-mail
to communicate with various individuals regarding Borough business.”
The council noted that it has previously said, “Requiring material to be
made, maintained, kept or received ‘in the course of official business’ by

136Connecticut Freedom of Information Commission, Docket #FIC 2011–307, Susan
Chapman v. Monika Thiel, Selectman, Town of New Fairfield, Apr. 25, 2012, available at
http://www.ct.gov/foi/cwp/view.asp?a=4162&Q=504436l; Docket #FIC 2006–679, Gail
Anne Shea v. Planning and Zoning Commission, Town of Stonington, Oct. 24, 2007, avail-
able at http://www.state.ct.us/foi/2007FD/20071024/FIC2006-679.htm; Docket #FIC
2005–408, Richard Rowlenson and Gemini Networks, Inc. v. Steve Fontana, Co-
Chairman, State of Connecticut, Connecticut General Assembly, Energy and Technology
Committee, June 14, 2006, available at http://www.state.ct.us/foi/2006FD/20060614/
FIC2005-408.htm.

137Stipulation of Dismissal and Consent Order, D.C. Open Gov’t Coal. v. Council of the
District of Columbia, No. 2012 CA 008118B (D.C. Super. Ct. Jan. 23, 2013).

138MD. CODE ANN., PUBLIC INFORMATION ACT §10–611(c)(2) (LexisNexis 2013).
13981 Op. Att’y Gen. MD 140, 144–45 (May 22, 1996), available at http://www.oag.state.

md.us/Opinions/1996/81OAG140.pdf.
140Meyers v. Borough of Fair Lawn (GRC Case No. 2005–127).
141Id. (citing N.J. STAT. ANN. § 47:1A-1.1 (West 2005)).
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320 J. SENAT

an officer or official does not mean that a record must be generated or
received during regular office hours or official meetings.”142 Therefore,
the council concluded, those emails on the mayor’s private AOL account
that met the definition of public record had to be released. “The location
of the records does not inhibit the Custodian from obtaining the records
and providing access to the records pursuant to the OPRA,” the council
held.

A Florida district court assessed nearly $780,000 in attorneys’ fees
and costs against the City of Venice in 2009 because its clerk couldn’t
access emails related to town business that council members had deleted
from their personal computers.143 Under Florida’s Public Records Law,
“Every person who has custody of a public record shall permit the record
to be inspected and copied by any person desiring to do so.”144 That lan-
guage “imposes a duty of disclosure upon ‘every person who has custody
of a public record,”’ a Florida appellate court said in 1996.145 “[T]he
term custodian under the Public Records Act refers to all agency per-
sonnel who have it within their power to release or communicate public
records,” the court later clarified. “[T]o have custody, one must have su-
pervision and control over the document or have legal responsibility for
its care, keeping or guardianship.”146

Based on those judicial opinions and the statutory language, the state
attorney general said city council members posting to a private Web site
serving as a forum for discussion of local issues would be responsible
for ensuring posted comments and emails related to the transaction of
public business were “maintained in accordance with the Public Records
Law and the policies and retention schedule adopted by the city.”147

Pennsylvania’s Right to Know Law requires agency open-records offi-
cers to ask public officials if they are “in possession, custody or control of
a requested record that could be deemed public,” a state appellate court
found in 2011.148 “[T]he current RTKL has effectively put forth safe-
guards to protect against the possibility that an agency may attempt
to shield public records from disclosure by simply storing the records

142Id. (quoting Seerey v. Upper Pittsgrove Township (GRC Case No. 2005–38)).
143Lorenzo v. City of Venice, Case No. 2008 CA 8108 SC (Fla. 12th Cir. Ct. Oct. 7, 2009).
144FLA. STAT. ANN. § 119.07(1)(a) (LexisNexis 2011).
145Puls v. City of Port St. Lucie, 678 So. 2d 514 (Fla. Ct. App. 1996) (per curium).
146Mintus v. City of W. Palm Beach, 711 So. 2d 1359, 1361 (Fla. Ct. App.1998).
147Op. Att’y Gen. Fla. 2008–07 (Feb. 26, 2008), available at http://www.myfloridalegal.

com/ago.nsf/Opinions/B4D1320C99E9E532852573FB00726034.
148In re Silberstein, 11 A.3d 629, 633–34, 2011 Pa. Commw. LEXIS 9 (Pa. Commw. Ct.

2011).
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 321

on a computer that is not in the physical possession or control of the
agency.”149

Illinois’s Public Access Counselor, a position in the state attorney gen-
eral’s office, rejected the argument by Champaign City Council members
that text messages and emails distributed among themselves during
meetings were not public because the city didn’t possess them. The PAC
said in a 2011 opinion:

The City’s interpretation of which public records it may elect not to pro-
duce would frustrate the purpose of FOIA—to fully disclose information
that affects the conduct of the government. Indeed, accepting the City’s
argument that it is not required to produce these records under FOIA sim-
ply because they are not in the City’s actual physical custody or possession
would allow any public body or public official to completely circumvent
the requirements of FOIA by conducting their public business on personal
equipment.150

A California trial judge in 2013 similarly rejected the argument by
San Jose officials that voicemails, emails and text messages concern-
ing public business weren’t public records if sent on officials’ private
electronic devices because the material was not “prepared, owned, used,
or retained” by the city.151 The judge determined that nothing in the
state’s Public Records Act “explicitly excludes individual officials from
the definition of ‘public agency.”’152 The judge also emphasized that the
city’s interpretation of the statute “improperly focuses on where the
records are stored.” It was unlikely, the judge reasoned, that state leg-
islators had “intended to render documents confidential based on their
location, rather than their content.” Under the city’s interpretation, the

149Id. at 634. However, the Court held that the requested emails were not pub-
lic records because the township commissioner “is not a governmental entity” but
rather “an individual public official with no authority to act alone on behalf of the
Township.” Id. at 633. The court held:[A]ny record personally and individually cre-
ated by [an individual commissioner] would not be a documentation of a transac-
tion or activity of York Township, as the local agency, nor would the record have
been created, received or retained pursuant to law or in connection with a trans-
action, business or activity of York Township. In other words, unless the emails
and other documents in Commissioner Silberstein’s possession were produced with
the authority of York Township, as a local agency, or were later ratified, adopted
or confirmed by York Township, said requested records cannot be deemed “public
records” within the meaning of the RTKL as the same are not “of the local agency.”
Id.

150Public Access Counselor Op. Att’y Gen. Ill. 2011-006 (Nov. 15, 2011), at 6.
151Smith v. City of San Jose, No. 1-09-CV-150427 (Wash. Co. Cir. Ct. March 19, 2013).
152Id. at 6. (“A ‘body politic’ such as a city ‘can only act through its officers and employ-

ees.”’).
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322 J. SENAT

judge said, “[A] public agency could easily shield information from pub-
lic disclosure simply by storing it on equipment it does not technically
own.”153

The Santa Clara County Superior Court judge also rejected the com-
plaint by San Jose officials that public entities would be burdened “with
the task of expanding the scope of their searches for public records into
the homes and personal devices of their employees and officials.” The
judge noted that public entities could, as the San Jose City Council
had done in 2010, require their officials and employees to disclose such
communications. 154

CONCLUSION AND SOLUTIONS

Many government officials have argued that ownership of the elec-
tronic device on which information is created, received or stored, and
not the substance of the information, should determine whether the
public is entitled to the information. That notion poses a serious threat
to open government because it contains no limiting principle. If a record
is secret because it is on the mayor’s iPhone, then so are documents
on the mayor’s personal laptop. Likewise, it would matter only that
the mayor paid for the yellow notepad, not that she is conducting the
public’s business on it while seated at her office desk.

Adopting that rationale would not only put an increasing amount of
information beyond the public’s grasp but also encourage government
officials to conduct the public’s business in private. It would steal from
the public the right and ability to evaluate the performance and ac-
tions of those officials by shielding from disclosure not only records that
memorialize the transaction of public business but also could reveal
government corruption, incompetency and inefficiency.

Fortunately, this study found that in states where courts, attorneys
general and others have been asked to decide the issue, most have re-
jected the notion that a government official’s ownership of a device is
more important than the substance of the information. Those decisions
were typically based upon each state’s definition of a public record,
which typically includes any document made or received in connection
with the transaction of official business. Reporters and the general pub-
lic should look for similar phrasing in their state FOI laws if confronted

153Id.
154The San Jose City Council had clarified that records available for inspection and

copying would include “any recorded or retained communications regarding official City
business sent or received by the Mayor, Councilmembers or their staffs via personal
devices not owned by the City or connected to a City computer network.” City Council
Policy 0-33 Public Records Policy and Protocol (revised Mar. 2, 2010).
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 323

by private ownership of the device as a reason for withholding records.
Another accepted argument for disclosure is that state open records laws
are typically enacted to implement a policy that the public is entitled to
know and be fully informed about their government. These pro-access
rationales reasonably apply not only to personal laptops, smartphones
and email accounts but also to messages posted on an official’s private
Facebook, Twitter or other social media accounts.

Even where non-disclosure was favored, no state court or attorney
general has adopted the general principle statewide that ownership of
the electronic device always dictates whether the public is entitled to
the information. In Colorado, the decision was based on whether the
billing records for a cellphone were made as part of the governor’s of-
ficial duties. In Kentucky, the attorney general denied access to a cell-
phone billing statement only because of the sheer volume of telephone
numbers that the government agency would have to sift through to
separate those related to public business from those of a truly private
nature.

Only one court – a trial judge in California – agreed that such a pro-
cedure would invade a government official’s privacy because personal
emails would be reviewed in the search for those related to government
business. In contrast, another trial judge in the state and attorneys
general elsewhere have said redaction would protect the official’s pri-
vacy because truly confidential information would not be released. But
redaction is only one solution when government officials intermingle
their private communications with those related to their work.

There are other solutions:
(1) Rewrite state FOI statutes to articulate that records of public

business are subject to disclosure even if a government official owns
the device or social media account on which the record was created,
received or stored. In July 2013, the Illinois Court of Appeals called
upon the general assembly to expressly amend the state open records
law if it “intends for communications pertaining to city business to and
from an individual city council member’s personal electronic device to
be subject to FOIA in every case.”155 Oregon legislators amended that
state’s public records law in 2005 to implicitly recognize that the public
is entitled to official business on the home computers of government
employees by ensuring that the private information remains so.156 In

155City of Champaign v. Madigan, 992 N.E.2d 629, 640 (Ill. App. Ct. 2013) (noting that
“the language in the statute’s preamble recognizes ‘technology may advance at a rate
that outpaces its ability to address those advances legislatively”’).

156OR. REV. STAT. § 192.410(4)(b) (2012) (“‘Public Record’ does not include any writing
that does not relate to the conduct of the public’s business and that is contained on a
privately owned computer.”). See also OREGON ATTORNEY GENERAL’S PUBLIC RECORDS
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324 J. SENAT

late May 2013, Texas legislators addressed the issue more directly by
amending the definition of public information to include “any electronic
communication created, transmitted, received, or maintained on any
device if the communication is in connection with the transaction of
official business.”157 The forms of media that could contain public infor-
mation were amended to include “e-mail, Internet posting, text message,
instant message, [and] other electronic communication.”158

(2) Require that government employees forward business-related
emails, text messages, and other records from their private accounts
to their work accounts within a specified time for storage in accordance
with the applicable records retention schedule. In 2013, for example,
the District of Columbia Council adopted a policy requiring each council
member and employee to use a “government-provided email account to
transact public business, including official action of any kind, unless
the employee takes steps to ensure that any emails transmitted or re-
ceived on an account other than the account provided by the government
are otherwise incorporated into the Council’s records.”159 Similarly,
Missouri’s sunshine law requires members of public bodies who electron-
ically transmit messages relating to public business to “concurrently
transmit that message to either the member’s public office computer or
the custodian of records in the same format.”160 However, that require-
ment applies only to messages sent to two or more members of that body
“so that, when counting the sender, a majority of the body’s members
are copied.”161

AND MEETINGS MANUAL 6 (2011) (“As with any public record, a public body must make
all nonexempt e-mail available for inspection and copying regardless of its storage
location.”). Legislators added the provision in 2005 in response to a county judge ordering
Beaverton city officials to give the court their home computer files that mentioned
a possible annexation of Nike’s headquarters. See Charles Beggs, Bill Aims to Keep
Personal Information Private, EUGENE (Ore.) REGISTER-GUARD, July 13, 2005, at D2;
Associated Press, Nike Demands Access to Beaverton Files, EUGENE (Ore.) REGISTER-
GUARD, Aug. 22, 2005, at B2.

157TEX. GOV’T CODE ANN. § 552.002(a-2) (LexisNexis 2014) (added by 2013 Tex. Gen.
Laws, SB 1368, c. 1204, eff. Sept. 1, 2013) (emphasis added). The law also states:
“Information is in the transaction of official business if the information is created by,
transmitted to, received by, or maintained by an officer or employee of the governmental
body in the officer’s or employee’s official capacity, or a person or entity performing offi-
cial business or a governmental function on behalf of a governmental body, and pertains
to official business of the governmental body.” TEX. GOV’T CODE ANN. § 552.002(a-1)
(added by 2013 Tex. Gen. Laws, SB 1368, c. 1204, eff. Sept. 1, 2013).

158TEX. GOV’T CODE ANN. § 552.002(c) (LexisNexis 2014) (added by 2013 Tex. Gen.
Laws, SB 1368, c. 1204, eff. Sept. 1, 2013).

159RULES OF ORGANIZATION AND PROCEDURE FOR THE COUNCIL OF THE DISTRICT OF
COLUMBIA § 811(g).

160MO. REV. STAT. § 610.025 (2013) (“Any such message received by the custodian or at
the member’s office computer shall be a public record subject to the exceptions of section
610.021.”).

161Id.
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PUBLIC BUSINESS AND PRIVATE ELECTRONIC DEVICES 325

Ramsey Ramerman, then-president of the Washington Association
of Public Records Officers, put forth a three-prong approach to protect
the public’s right to know and individual privacy when government
employees are permitted to use a personal electronic device or account
to perform their duties.162 Under his proposal, government agencies
would have employees sign an agreement requiring them to:

[S]ave any public records in a labeled, designated spot and prohibit them
from deleting any public records until the condition in the second recom-
mendation is completed. . . . [T]ransfer all public records to the agency
server within a reasonable amount of time. Once this transfer is com-
pleted, and as long as there is no pending request, then the employees
should be instructed to delete any copy of the record from their personal
computers and out of any personal email account. . . . [C]onsent to the
agency searching the personal device or email account if a court finds
that the search is necessary.163

Ramerman said such an agreement would “protect employee privacy
because in most cases, if the employee can sign a declaration swearing to
compliance with the first two conditions, a court should be satisfied that
there are no additional records on the personal device or in a personal
email account.” At the same time, he said, “This policy will protect the
agency because if a search is required, the employee will have already
consented, eliminating any constitutional objection to the search.”164

(3) Expressly prohibit – by either statute or policy – government em-
ployees from using their own electronic devices, email accounts, Twitter
accounts, Facebook pages and the like, to conduct the public’s business.
This is a more drastic but simpler solution. For example, New Mexico’s
Governor directed all state employees to use only “official state email
when conducting state business via email” after a newspaper in 2012 re-
vealed that she and her top administration officials had discussed state
business using their private email accounts.165 In 2006 and 2007, the

162Ramsey Ramerman, Protecting Privacy and Agency Liability When Employees Use
Personal Computers for Agency Business after O’Neill v. City of Shoreline, WASHING-
TON PUBLIC PORTS ASSOCIATION, http://www.washingtonports.org/member resources/
events/cleramseyshorelinehandout.htm (last visited Mar. 28, 2012).

163Id.
164Id.
165Press Release, State of New Mexico, Office of the Governor, Governor Susana Mar-

tinez Issues Statement on Email Use (June 18, 2012) (available at http://www.governor.
state.nm.us/uploads/PressRelease/191a415014634aa89604e0b4790e4768/EMAILSTA
TEMENT.pdf). See also Steve Terrell, Governor Orders Staff to End Use of Private
Email for Work Matters, THE (Santa Fe) NEW MEXICAN, June 18, 2012, available at
http://www.sfnewmexican.com/localnews/Governor-orders-staff-to-end-use-of-private-
email-for-work-matt#.UcNofxbnBn8.
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326 J. SENAT

Connecticut Freedom of Information Commission recommended that
state and city officials conducting public business via email use only gov-
ernment accounts accessible from any computer with Internet access.166

Such an arrangement “should make life easier, rather than harder, for
public officials,” the commission said.167

Unfortunately, none of these solutions will stop a government bu-
reaucrat or elected official determined to avoid scrutiny by conducting
the public’s business through private channels of communication. As
Charles Davis, then-executive director of the National Freedom of In-
formation Coalition, said, “There’s no way to compel a bad actor from
not using a private [email] address.”168

So as with any open records law, compliance will depend upon the
integrity of the people elected, appointed or hired to conduct the public’s
business.

166Connecticut Freedom of Information Commission, Docket #FIC 2006-679, Gail
Anne Shea v. Planning and Zoning Commission, Town of Stonington, Oct. 24, 2007,
available at http://www.state.ct.us/foi/2007FD/20071024/FIC2006-679.htm (“The Com-
mission recommends the use of municipal email accounts to conduct public busi-
ness, which accounts can be designed to make them accessible from any computer
with internet access.”); Docket #FIC 2005–408, Richard Rowlenson and Gemini Net-
works, Inc. v. Steve Fontana, Co-Chairman, State of Connecticut, Connecticut Gen-
eral Assembly, Energy and Technology Committee, June 14, 2006, available at http:
//www.state.ct.us/foi/2006FD/20060614/FIC2005–408.htm (“The Commission urges the
respondent to use only his State of Connecticut email account to conduct his busi-
ness. . . . The Commission notes that the respondent’s State of Connecticut account is
accessible from any computer with internet access, and therefore believes that the re-
spondent’s use of his home computer to receive, send or store email pertaining to official
business is unnecessary.”).

167Connecticut Freedom of Information Commission, Docket #FIC 2006-679, Gail Anne
Shea v. Planning and Zoning Commission, Town of Stonington, Oct. 24, 2007, avail-
able at http://www.state.ct.us/foi/2007FD/20071024/FIC2006-679.htm (“Contrary to the
statements at the hearing on this matter by the chairman, taking such steps should
make life easier, rather than harder, for public officials.”).

168Duara, supra note 17.
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